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_UBND HUYEN HOC MON CONG HOA XA HQI CHU NGHIA VIET NAM
PHONG GIAO DUC VA DAO TAO Doc lap — Tw do — Hanh phic
Sé: 2 /GDPT Hée Mén, ngay <= théng 4 ndm 2025

V/v bao dam an toan thong tin
khi truy cép co s& dir liéu nganh

Kinh giri:
- Thu trudng céc co s& gido dyc mam non, phd théng
trén dia ban huyén (céng 1ap, ngoai cong 1ap);
- Giam dbc Trung tim Gido duc nghé nghiép - Gido
dyc thuong xuyén.

Can cir Cong van s6 1905/SGDPT-VP ngay 15 thang 4 ndm 2025 cia S&
Gido duc va Pao tao Thanh phd H6 Chi Minh vé b4o dam an toan thong tin khi
truy cép co s¢ dit liéu nganh;

Pé ting cudng bao dam an toan thong tin tai cac don vi khi truy cip co s&
dir liéu (CSDL) nganh Gido duc va Dao tao (GDBT) Thanh phd, Phong GDDT
dé nghi cac don vi ra soét, thuc hién, ddm bao céc ndi dung sau:

1. Thu truong don vi c6 trach nhiém quan ly tai khoan quan tri nha trudng
(admin), néu giao cho nhan sy phu trach phai thuc hién iy quyén (hodc phén coéng)
bang van ban.

Tai khoan admin chi st dung cho muc dich phéan quyén cho tai khoan nhan
su dugc phén céng phu trach thyc hién nhiém vy trén cac phan mém, hé théng
chuyén nganh; khong thyc hign cac tac vu lién quan dén dir liéu khi diing nhép
béng tai khoan admin (kém theo huéng dan thuc hién phan quyén).

2. May tinh (mdy tinh dé ban, laptop) cuia don vi hodc cé nhén sir dung de
truy cap vao CSDL phai duoc cai dat hé diéu hanh, phan mém diét virus ban quyén
c6 tinh ndng tudng lta hogic phan mém tudng lira chuyén dung (yéu ciu ludn mé
ché d6 Béo vé thoi gian thuc - Real-time Protection). Don vi tham khao nhimg
tinh ning co ban ciia phan mém diét virus va tuong Itra ho trg nguoi dung dam
bao an toan thong tin khi lam viéc vdi CSDL (Phu lyc dinh kém).

3. Khuyén nghj don vi d4u tu trang bi tudng Iira vt Iy cho toan bd hé thong
mang may tinh tai don vi dé thyc hién phan vung mang: tuong lira ndi b hodc
VLAN de chia mang thanh c4c khu vuc riéng biét tiry dbi tuong str dung cac thiét
bi dau cubi.

4. Xay dung néi quy, phén cong d6i v6i nhan su st dung may tinh truy cép
CSDL, trong d6 quy dinh rd thdm quyén, trach nhiém c4 nhan, gom cac nfi dung;:

- Thuc hién nghiém Piéu 7, Luét An toan thong tin mang va Piéu 5, Quy
ché cép nhat, sir dung, khai thac dit liéu can bd, cong chire, vién chirc, ngudi lao



dong ciia Thanh phé H6 Chi Minh'.

- Str dung mat khau phtc tap (gdm chif in hoa, in thuong, ky hiéu dc biét)
va thudong xuyén thay d6i mat khau (03 thang/1in).

- Ghi bién ban trong truong hop thuc hién tai dir liéu (download/upload)
gbm cac ndi dung: ngudi thyc hién, thoi gian thuc hién, muc dich thuc hién, thong
tin dir liéu dugc tai.

- Céc ngi dung thao tac dir liéu trong va ngoai nha tru'(mg can ghi nhan nhjt
ky hang ngay, d4o bao ghi nhép céc thong tin vé ID, thoi gian, trang thai, IP, trinh
duyét dang nhap.

S. Thu‘O'ng xuyén danh gia tong thé an toan, an ninh thong tin mang ndi bo
clia don vi dé kip thoi phat hién va c6 phuong 4n dam bao an toan thoéng tin cho

pht hop.
6. Hoan thanh trong thang 4 nam 2025, sau thoi gian trén, S6 GDDT s& tién

hanh kiém tra c6ng tic phan cong, dam bao an toan thong tin trén CSDL nganh
GDDT.

Khi c6 sy ¢b vé an toan théng tin hoiic trong qua trinh trién khai can duoc hd tro,
don vi lién hé S& GDDT (Van phong So, 6ng bang Minh Thong, email:
dmthong.sgddt@tphcm.gov.vn, dién thoai: 0908897480) dé duoc hudng dan thuc hién.

Phong Gio duc va Pao tao huyén dé nghi Thu truéng cac don vi nghiém
tac thuc hién cac néi dung trén./.

Noi nhin: _-TRUONG PHONG
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- 'N'g:uyén Van Hiép

! Ban hanh kém theo Quyét dinh sé 51/2024/QD-UBND ngay 14 thing 8 nim 2024 ciia Uy ban nhan dan Thanh phd
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